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Guvenlik Kavrami

Ne icin guvenlik ?

Ne kadar guvenlik o kadar maliyet
Paranoya ?

Aclk sistemlerde guvenlik

En zayif halka kim ?
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Isletim Sistemine Glvenmek

* Guvenilir isletim sistemi

* |sletim sisteminin glivenligi neden
onemlidir ?

 BSD Surumleri
— FreeBSD, OpenBSD, NetBSD

* Linux Dagitimlari

B .

= Gentoo, Debian, SuSe, RedHat ...
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Temel Ag Servisleri

Web Sunucusu
— Apache
DNS Sunucusu
— Bind, TinyDNS, DjbDNS
* Mail Sunucusu
— Qmail, Sendmail, Posffix, Exim ...
* FTP Sunucusu

— ProF TP, vsFTP
* DHCP Sunucusu
' ~i[SEPFCP
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Temel Ag Servisleri
Web Sunucusu

* Sunucu servisi bazinda guvenlik aciklari

* Web Programlama dilinden kaynaklanan
aciklar

 Guvenli kod
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Temel Ag Servisleri
DNS Sunucusu

* Internet’in en temel servislerinden
* Mail,web ve diger haberlesmeyi etkiliyor.

* Chroot, dnssec ve TSIGS ( Transaction
Signatures) ile guvenlik iyilestirme

* Bind guvenlik aciklari
e Zone transfer
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Temel Ag Servisleri
Mail Sunucusu

e Sendmail
* Postfix
* Qmail

poe-
haeo.- NODER i Acik Kod Dinyasinda
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Temel Ag Servisleri
DHCP Sunucusu

* |ISC DHCP

* Cluster calisabilme
* Karaliste ozelligl

* DNS guncelleme
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Sistem Gozlemleme

* Sistem ve servis surekliliginin saglanmasi
* Hizmet aksamalarinin tespit edilmesi
* Kesintilerin raporlanmasi
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Sistem Gozlemleme
Nagios

Ag icin komple bir gozlemleme araci

Sistemin ayakta oldugunun ve servislerinin
gozlemlenmesi

— Ssh, dns, dhcp, |dap, *sql

— Ping, tcp

Disaridan kontrol edilemeyen fonksiyonlarin
yerel makineye yuklenen yazilimlar yardimiyla
kontrol edilmesi (Agent yapisi)

Mail, sms, telefon ile gelismis uyari
mekanizmasi

Detayli ayakta bulunulurluk raporu cikarabilme

- INUIEMA i l Acik Kod Dlinyasinda
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Sistem Gozlemleme
Nagios

3 Nagios - Netscap
File Edit Yiew Go Communicator Help
- - - L = 3 %
- > 2 4 = 1l & i
Back Reload Haome Search  Metscape Security Shop
§ " Bockmarks & Goto: | @7 what's Related
Host Status Totals Service Status Totals =
Current Network Status
Last Updated: Sun Jul 15 14:08:08 CDT 2001
Updated every 75 seconds
20 4 0
Nagios™ - s nagios.erg 102 2 9 i 18
Logged in as guest
- Manitoring progess is running
- Hofifications cannot be sent aut! = =
- Service shedks are bein ted i EY
g execute
Wiew Histary For all hosts e
Wiew Notifications Far All Hosts
Service Details For All Hosts
®3.D Status Map
Service Problems
Network Outages
appsds H rine oK 07-15-2001 140409 4d 4h Tm 135 13 PING ok - Packet loss = 0%, RTA = 0.60 ms
bogus rauter EiNg CRITICAL 07-15.2001 140430 4d 3hd6m 13s 173 CRITICAL - Flugin timed out after 10 seconds
["m::r"“"’ bogus Something CRITICAL 07-15.2001 14:00:38  4d 4h 1m s 13 (Senvice Chedd Timed Duf)
og File
4 EING CRITICAL 07-15-2001 1402:35  4d 4h 1m 455 173 CRITICAL - Plugin timed out sfter 10 seconds
Comments
Downtime bogus2 EING CRITICAL 07-15.2001 140409 44 3h47m23= 173 CRITICAL - Plugin timed out sfter 10 seconds
Something.. CRITICAL 07152001 140430 44 3h46m 225 13 (Semvice Check Timed Duf)
Process Info
Performance Info bogusa PING ERRIEEII 07152001 14:05:38  4d 3h 46m 3s 10 CRITICAL - Plugin timed out after 10 seconds
nfiguration Something CRITICAL 07-15-2001 1402:36  4d3h 33m31s 173 (Service Check Timed Ouf)
'View Config
bhogusd PING CRITICAL 07152001 140403 4d3hd6m 3tz 173 CRITICAL - Plugin timed out sfter 10 secands
Something.. CRITICAL 07-15-2001 1404:39 44 3h45m 225 173 (Semvice Check Timed Duf)
boguss EING CRITICAL 07-15-2001 14:05:43  4d 3h 49m 3s 13 CRITICAL - Flugin timed out sfter 10 seconds
Something CRITICAL 07-15.2001 14:02:36  4d 3h 33m 21s 173 (Senvice Chedt Timed Ouf)
linust Log Anomalies PENDING Nif 4d3h38mas 0 Senvice chedk is not scheduled for execution.
TCP Wirappers PENDING Hia 4d3h38m2ss 04 Senvice check is not scheduled for execution...
Seourity Alerds PENDING i 4d3h38m s 0 Senvice ohesk is not scheduled for execution...
EINg oK 07-15.2001 14:02:35  4d 4h 6m 145 13 PING ok - Packet loss = 0%, RTA =050 ms
linwo EiNg oK 07-15.2001 140401  4d3h4Fm3ds 173 PING ok - Packet loss= 0%, RTA =000 ms
Security Alads PENDING Hia 4d3h38m sk 0 Senvice check is not scheduled for execution...
TCF trappers PENDING i 4d3h38m2sr 04 Genvice ohesk is not scheduled for execution...
a= Log Anomalies PENDING Hia 4d3h38m2st 0 Senvice check is not scheduled for execution. =l
Document: Done E .4
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Sistem Gozlemleme
Cacti

goe
. NDER i B Acik Kod Dinyasinda
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Sistem Guvenligi

* Guvensiz kodlar
— Binary dagitimlar, RPM, DEB, tbz
— HASH kontrolu

* Guncel paketler
— Guvenlik aciklari ve duyurulan yamalar

Rootkit tehlikeleri

— chkrootkit, rootkit hunter
* Yerel erisim tasmalari
* Butunluk Kontrolu
— Triiwire
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Ag Givenligi

* Guvenlik duvarlari
— Packet Filter, IpFW, lpFilter, Iptables

* Proxy ve Icerik Kontrol Sistemleri
— Squid, DansGuardian, SquidGuard

* Saldiri tespit ve engelleme sistemleri (IDS
[ IPS)
— Snort

* Honeypot

Acik Kod Diinyasinda
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Guvenlik Duvarlari

* Agdaki en temel ve gerekli ekipman

* Guvenlik tasarimi

* DMZ, Yerel ag, Internet kavramlari

* Durum korumasi (Stateful Inspection)

* Filtreleme, NAT

* Temelde L4’e kadar guvenlik saglayabilme

.- NDER i l Acik Kod Dlinyasinda
£ Samsun Ondokuz Mayis Universitesi Ag ve Sistem Guvenligi

Nisan 2007



Acik Kodlu Guvenlik Duvarlari

Iptables
Packet Filter
IPF

IPFW
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Acik Kodlu Guvenlik Duvarlari
Iptables

* Linux 2.4 cekirdegi ile birlikte geldi.

* Ipchains’e gore en onemli ozelligi durum
Korumall olmasi (Stateful Inspection)

* Netfilter modulleri

* Zincir yapisi

* Patch-o-Matic ile ust duzey paket filtreleme
Islemleri

* GUI aracihgi ile yonetilebilir
— fwbuilder

.- NDER i l Acik Kod Dlinyasinda
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Acik Kodlu Guvenlik Duvarlari
Iptables

* Temel paket filtreleme islemlers
— iptables —A INPUT —i eth1 —p tcp -d 10.0.0.1
—dport 22 -m state —state NEW —) ACCEPT

* NAT Islemleri

— iptables —t nat —-A POSTROUTING —o eth1 —j
SNAT --to-source 10.0.0.1

— iptables -t nat -A PREROUTING -i ethO -
DNAT --to-destination 10.0.0.1
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Acik Kodlu Guvenlik Duvarlari

Packet Filter (PF)

OpenBSD Projesi

* Kolay ve anlasilir yapi!

* lleri duizey trafik kontrol{

* HA ve Load balance olarak cluster calisma

* Round Robin ile arkadaki sunucularda yuk
paylasimi

* Band genisligi yonetimi
* Yuksek performans

* GUI aracihgi ile yonetilebilir
— Fwbuilder, pfw
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Acik Kodlu Guvenlik Duvarlari
Packet Filter (PF)

* Paket Filtremele

— pass in log on $ext_if proto tcp from 1.2.3.4 t0 4.5.6.7

— block in log on $ext_if proto tcp ftom any to 10.1.1.5
port 23

* NAT
— nat on $ext_if from Sic_ag to any -> 172.16.1.1

* Anlasilir kayit yapisi

— Dec 09 12:26:71.042152 rule 11/(match)
: 10.1.6.74.42841 > 12.13.14.15.4652: tcp
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= Firewall Builder: Pf.fwb, rev 1.1 e

Metro Ethemct Firewalls:| g Metro Ethemet

SSH Access to firewallis pemnitied
orly from intemal network

& New Interface (ext)

Vil relay on DMZ can accepl
connections from hosts on the
Intemet

R = Interface this ruie permits a mail relay.
localed on DMZto connect
to intemal mail server
Vil relay nesds DNS and can
connect to mal servers on the
Intemet

smtp
All other access from DMZ to
net-152.168.2.0 intemal net is denied
et

This pemmits access from intemal net

" to the Intemet and DMZ

This firswall has thres interfaces. Eth( faces outside and has 3 static outable:
address: eth faces inside; eth? is connected to DMZ subnet

Falicy includes basic nules to permit unrestiicted outbound access and

antispoofing rules. Access to the firewall is pemnited oty from intemal network

and only using S5H. The firswall uses one of the machines on intemal network for
DNS. Intemal network is configured with address 192.168.1.0/255.255.255.0,

DMZis 192.168.2.0/255.255.255.0. Since DMZ used private |P address. it nesds
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Saldiri Tespit ve Engelleme
Sistemlers

* Anormal trafigin belirlenmesi

— IDS

* Anormal trafik karsisinda gosterilen
aksiyonlar
— IPS

o )
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Saldiri Tespit ve Engelleme
Sistemleri - SNORT

* 8 yil once baslayan sniffer projesi
— snort

* Snort ile anormal trafik tespiti
* Ag temelli ve imza tabanli saldiri tesbiti

Snortsam ve snort-inline eklentiler;
— Snortsam ile guvenlik duvarina kural ekleme

* Acik kaynak kodlu
* Bir cok yonetim arayuzu
— acid-base, squil, Ids center
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IDS Policy Manager
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VPN Cozumleri

* VPN(Virtual Private Network) Nedir ?
* VPN Cesitleri

— Ipsec VPN, L2TP, PPTP, SSL VPN
* |htiyaclarin belirlenmesi

.- NDER i l Acik Kod Dlinyasinda
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IPSEC VPN

Standart bir cozum
Tam guvenlik
Linux FreeSWAN/OpenSWAN

OpenBSD Ipsec altyapisi

Samsun Ondokuz Mayis Universitesi
Nisan 2007
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PPTP Cozumu

Uctan uca tunelleme/sifreleme saglar
Microsoft destekli

Hizli, kolay yapilandirma kullanim tercih
sebebi

Windows isletim sistemi ile birlikte
iIstemcisi gelir.

Linux’lar icin pptpclient.sf.net
Slfl’%i kullanimi yeter sewyede guvenll

Acik Kod Diinyas d
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PopTop

PopTop (The PPTP server for Linux ) BSD,
Solaris

GPL Lisansli
Kolay kurulum ve yonetim

Microsoft uyumlu kimlik denetimi ve
sifreleme(MSCHAPvVv2, MPPE 40 - 128 bit RC4)

Eszamanli birden fazla kullanici destegi
Radius eklentisi ile samba ve |dap uzerinden
onaylama yapabillir.

wwwioptop.org
NLIE ™ AN P Acik Kod Dlinyasinda
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OpenVPN

* MultiPlatform SSL VPN Cozumu
— Linux,*BSD, Solaris, Windows...

* Genis, anlasilir dokumantasyon

* TCP/UDP tek port uzerinden calisir, NAT
sorunsuz

* OpenSSL kutuphanesinin sundugu hersey..

* Kolay kurulum ve yonetim
— GUI, konsol, Web
— |IPsec kompleskligi yok

* www.openvpn.net

NL'E ™ Acik Kod Diinyasinda
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OpenVPN Admin GUI

f? Connection I bt CDI'!“EFIID". LT R T
L T;'A N all =
N * Type: client
fy Tree: |
&) ] C Nickname: |tls-home
L = Mickname: ||
Description: | =5 8igIE]
Descripkion: i -
General |Certifitate |F'r|:|x',f |Netwnrking |5&curity | General | Certificate | Proxy
Protocal: |kep w | Yehosity level: |1 Protocal: |tcp Vebosity level: 1
Device: |tap w | Device node: Device: {tun |V | Device node:
Bithikes Btk Remote: |expllit.de Fort: 11194
Llzer: Group: User: nobody | Group: .nul:budy
Local IP: Remate IP: Local IP; Remaote IP:
Fing: Ping restart: Ping: |15 | Ping restart: 45
Dptions rOptions-
[ ] Pl [ | Persist ey [ ] Mute Replay Warnings [ Pul Persist Key [ Mute Replay Warnings
[ MoBind [ | Persist Tun [ ] LZ0 Compression [ No Bind T, LZO Compression

% Abbrechen & oK
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. OpenVPN Connection (Office)

Current State: Connecting

Dizconnect Reconnect
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Zayiflik Inceleme

* Guvenlik yoneticisinin aciklari kotu niyetli
Kisilerden once tespit etmesi

* Ethical Hacking, PenTest
* Nessus, Nmap, nikto ...

.- NDER i l Acik Kod Dlinyasinda
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Ethical Hacking ve Penetration
Testler

* Ethical hacker: Terbiyeli hacker :)
— Blackhat hacker lar bulmadan olasi zayifliklarin tespiti
— Kendi sistemlerine ya da haberli olarak yapilan testler
— Kesinlikle izin ve bilgi dahilinde olmal
— Yan etkilere karsi ehil kisiler olmalilar

— Guvenlik araclarini kullanan, ancak gerektiginde kendi
araclarini yazabilen

— Pratik dusunup siradisi hareket edebilen
— Ne yaptigini bilen!

o NOER i B Acik Kod Dinyasinda
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Nessus

‘98 yilinda Renaud Deraison tarafindan GPL olarak baslatildi
2005 Lisans degisikligi...
Istemci sunucu mimarisine gore calisir
Uzak ve yerel sistem guvenligi kontrolu
Uzak ve yerel sistem guvenlik tarama ozelligi
— Nessus yerel guvenlik taramasi yapabilen ilk urun

— Windows, UNIX ve Mac makinelere login olarak gerekli
taramalari, eksik yamalari belirleyebilir

Web, GUI , konsol ile kolay yonetim
Guncel zayiflik veritabani(gunluk)

Bulunan aciklar icin detayl bilgi ve referans
8000~farkh zayiflik imzasi

NASL ile zayiflik tanimlama 6zelligi

Bircok ticari kopyasi var

- NLDIERA i l Acik Kod Dlinyasinda
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Nmap

Gelismis protokol kullanimi ile port tarama
sistemi

TCP bayraklarini kullanabilme
OS Tespiti
Hedef sistemdeki servislerin tespiti

Nmapfe ile grafik arayuzden kullanim
imkani

R INLIE M i l Acik Kod Dlinyasinda
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Proxy Hizmetleri

* Proxy (Vekil Sunucu) nedir?

* Kullanim amaci
— Internet kullanimi kisitlama
— Bandwith ayarlama
— Raporlama
— Guvenlik
— Virus tarama vs
— Squid, oops

.- NDER i l Acik Kod Dlinyasinda
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Proxy Hizmetler
Squid

S

http, https, ftp... icin Caching proxy
Seffaf proxy (transparent Proxy)ozelligi

ACL yapisi ile gelismis kural tanima
imkan!

LDAP, AD, Mysqgl uzerinden kullanici
onaylama

ClamAv deteqi ile birlikte WEB trafiginde
virus kontrolu

R;e__d{elctor desteqi ile ek ozellikler..

Acik Kod Diinyasinda

Samsun Ondokuz Mayis Universitesi Ag ve Sistem Guvenligi
Nisan 2007



Proxy Hizmetler
Icerik Filtreleme

* |cerik kontrolu nedir?
*  Ozglr bir ¢6zim:
* DansGuardian
— Herhangi bir Proxy ile ¢alisabilir

— Siteleri PICS(http://www.w3.0rg/PICS/) etiketleme
sistemine gore bloklayabilir

— MIME tipine ve dosya uzantisina gore filtreleme
yapabilir.

— Duzenli ifadeler ile URL filtreleme yapabilir.

— |P tabanli URL filtreleme

— Veritabanina uygun CSV formatinda log uretir.

— Belirli IP ve kullanici adina gore filtreleme

.- NDER i l Acik Kod Dlinyasinda
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Hazir CD ler

» |htiyaca yonelik hazirlanmis dagitimlar
* Disksiz calisan surumler oldukca populer
* Knoppix ile baslayan Live CD seruveni..

* Hemen hemen her ihtiyaca yonelik Live
CD

— Oyun, Matematik, Firewall, Guvenlik,
Kurtarma, Router vs vs.
* Knoppix STD, BackTrack, Whoppix,
- MonoWall

i Acik Kod Diinyasinda
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Tux Says:
Get FrozenTech's Linux CDs and DVDs

Just 99¢ to $1.99 per disc with 49¢ shipping

FrozenTech's LiveCD List

News - Forums - Create a LiveCD - Books = Store

~| LiveCDs with a function of | Firewall/Router =] Update |
All Functions -
Astronomy

. Bioinformatics

Name ﬂclustering

Desktop

monQuall Diagnoctce =
redWall Firewall -.;.._| ter 8o
NetBoz Forensics $
Devil-Linux galsmmg b

floppyfw Hobby e

- - Home Entertainment
Linux Live-CD Router Media Production i

- Medical
Public IP ZoneCD 0S Replacement A

Sentry Firewall CD Rescue B
a n Robotics
Trx Live Firewall Science i
XORP Live CD Firewall 9

CLEAR SETTINGS Currently displaying 10 LiveCD/DVDs

:
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Adresler

* EnderUnix Guvenlik E-Posta Listesi
— http://lists.enderunix.org

* EnderUnix Dokumanlari
— http://www.enderunix.org/docs
* Gunlugum
— http://www.enderunix.org/afsin/blog
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Yararlanilan Kaynaklar

* Nessus Web Sitesi; www.nessus.org

* Linux'un ag ve guvenlik hizmetinde sundugu olanaklar,
Huzeyfe Onal, www.huzeyfe.net

* Nagios Web Sitesi; www.nagios.org
* www.openbsd.org, OpenBSD FAQ
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Tesekkurler

Acik Kod Dunyasinda
Ag ve Sistem Guvenligi

Afsin Taskiran
afsin ~ enderunix.org
www.enderunix.org/afsin
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